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Abstract—With the Internet of Things (IoT) devices becoming
an integral part of human life, the need for robust anomaly
detection in streaming data has also been elevated. Dozens of
distance-based, density-based, kernel-based, and cluster-based
algorithms have been proposed in the area of anomaly detection.
Recently, because of the robustness of the deep neural networks
(DNN), different deep learning-based anomaly detection methods
have also been proposed. With all these rapid developments,
there exists a small number of comparative studies for anomaly
detection methods. Even in those studies, the comparison is
done only in typical anomaly detection settings without taking
the streaming data into consideration. The presence of intrinsic
time-series characteristics like trend, seasonality, and change-
point makes it important to study the behavior of commonly
used anomaly detection methods on streaming data. Moreover,
the comparison of traditional methods with deep learning-based
methods also brings exciting insights about the data which are
generally overlooked by traditional methods. In this study, we
compare 13 anomaly detection methods on two commonly used
streaming data sets. We used four different evaluation metrics to
evaluate the methods from different perspectives. Our analysis
reveals that the deep learning-based anomaly detection methods
are superior to traditional anomaly detection methods.

Index Terms—anomaly detection, streaming data, deep learn-
ing

I. INTRODUCTION

Anomaly detection has always been of great human interest.
It is a common observation that an abnormal activity attracts a
lot of human attention. For example, a driving car is considered
an anomaly inside a park and a person with blue hairs will
stand out in a shopping mall. Anomaly is an outlier which
Hawkins [1] defined as an observation that deviates so signif-
icantly from other observations as to arouse suspicion that it
was generated by a different mechanism. Detecting and miti-
gating anomalies is vital in the manufacturing and industrial
sector and also crucial in the healthcare and surveillance sector.
A timely detected anomaly can improve machine performance,
avoid a machinery downtime, reduce a disease outbreak, and
even save a human life [2], [3]. Due to its applicability in
almost every field of life, the meaning of anomaly varies
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from domain to domain and depends on the context in which
it is used. Detecting unauthorized interference in a network
is anomaly detection in the networking domain, whereas,
detecting a malfunctioned component inside a machine is
referred to as fault detection.

Anomaly detection is an old research topic and a lot of
advancements have been made in this area. There are two main
modalities in which this wide research area can be divided:
image-based and non-image-based. The notable modality is
the image-based, in which it is easy to highlight a detected
anomaly and most of the research studies are available for
this modality. But, in the current era of the Internet of Things
(IoT), where each device is connected to the internet and
generating a bulk of data, non-image-based modality is also
getting prominent for quite some time. Recent amplification
in the usage of IoT devices has created a high demand for
robust anomaly detection methods for streaming sensor data.
The presence of the intrinsic characteristics of a sensor-based
streaming data (periodicity, trend, seasonality, and irregularity)
makes the process of robustly detect and represent anomalies
hard.

Vital developments in the area of deep neural networks
(DNN) have proved them to be a very good option for most
of the classification and regression problems [4]. There exist
different deep learning-based and traditional approaches for
anomaly detection, but their direct comparison of non-image
streaming data is missing in the literature. The focus of this
study is to draw a comparative analysis for the most commonly
used traditional and deep learning-based anomaly detection
methods for non-image streaming data. Given the superiority
of DNNs in many recent studies, we hypothesize that DNN-
based anomaly detection algorithms may outperform com-
monly used traditional methods on streaming data.

II. LITERATURE REVIEW

Recently, Deep Learning (DL) based approaches have en-
joyed significant attention, owing to their amazing perfor-
mance in various domains. Hence, it is no surprise that
there has been an increase in DL-based methods for anomaly
detection as well. Chalapathy et al. [5] provides a review



of DL-based methods for anomaly detection employed in
different application scenarios. Techniques reviewed in their
study include both image as well as time-series domain with
applications ranging from fraud detection, intrusion detection
to medical anomaly detection and video surveillance. Although
this survey provides a comprehensive review of DL techniques,
there is no comparative analysis of DL-based techniques with
traditional anomaly detection techniques. Similarly, Chandola
et al. [6] provides a comprehensive survey of anomaly de-
tection techniques comprising not only of methods based on
simple machine learning, like clustering and nearest neigh-
bours, but also based on statistical approaches and information
theory with a diverse range of applications. Again, there is
no comparative study among the techniques discussed in the
article.

Goldstein and Uchida [7] provides a comparative study
of different anomaly detection techniques for a range of
different data sets. Although this study does compare different
techniques on the same data sets to give a better comparison,
it primarily focuses on multivariate tabular data and does not
incorporate recent DL-based approaches. Similarly, Gupta et
al. [8] have performed an extensive survey on outlier detection
techniques for temporal data. Their study provides an exten-
sive overview of different techniques employed in multiple
temporal data sets, but it lacks DL-based techniques and
their comparative analysis. Similarly, Kiran et al. [9] provides
a review of DL-based approaches for anomaly detection in
videos. Adewumi et al. [10] provides a comprehensive survey
of DL-based approaches in the domain of fraud detection.
Similarly, Hodge et al. [11] provides an extensive survey
on statistical and some of the earlier machine learning-based
outlier detection methodologies.

Most of the surveys in the literature are general in nature
that span over techniques that are built for different problems
and may even belong to different domain. Moreover, most
of the review articles lack quantitative comparison that can
determine the efficacy of each of the techniques for a given
domain. In our study, we provide a quantitative comparison
of the most commonly used anomaly detection methods on
streaming non-image data sets. Also, we provide a comparison
between traditional anomaly detection methods and DL-based
methods.

III. ANOMALY DETECTION METHODS

In this section we explain the anomaly detection methods
selected for the comparative analysis. We have selected the
methods which are commonly used for anomaly detection in
the streaming non-image modality.

A. kNN Anomaly Detection [12]

The k-nearest-neighbor (kKNN) anomaly detection is one of
the most commonly used distance-based anomaly detection
methods. It is a simple technique which works out-of-the-box
in most of the cases and detects global anomalies precisely.
For each data point in a streaming data set, the k-nearest-
neighbors have to be found. Based on these neighbors, the

anomaly score is calculated. The anomaly score depends on
the average distance to all the k neighbors.

B. Local Outlier Factor (LOF) [13]

The LOF is also a distance-based anomaly detection
method. It is used for detecting local anomalies based on the
local densities. In this method, the k-nearest-neighbors have
to be found for each data point in a given streaming data set.
By using k-nearest-neighbors, the local density of each data
point is estimated by computing the local reachability density
(LRD). Finally, the anomaly score is computed by comparing
the LRD of a data point with all the LRDs of its k neighbors.

C. Connectivity-based Outlier Factor (COF) [14]

The connectivity-based outlier factor is an improved version
of LOF. In LOF, it is assumed that a given data is distributed
in a spherical way around a given instance. For the cases in
which this indirect condition is not fulfilled, the density esti-
mation is incorrect and leads to poor anomaly detection. This
LOF limitation is addressed in COF by estimating the local
density of the neighborhood using chaining distance. Chaining
distance is a shortest-path approach which is the minimum of
the sum of all distances connecting all k£ neighbors and the
instance.

D. Local Correlation Integral (LOCI) [15]

In all of the distance based anomaly detection approaches,
the selection of parameter k plays a vital role in the overall
performance. There is no fix rule on the basis of which the
value of k£ can be estimated. This limitation is addressed in
LOCI with the help of a maximization approach. It defines the
r-neighborhood by using a radius r. The radius is expanded
over time which makes this method very computational ex-
pensive.

E. Isolation Forest (iForest) [16]

This anomaly detection method is based on the concept of
‘isolation’ — in contrast to the widely-used distance and density
measures. In this approach, the anomalies are ‘isolated’ from
normal instances. The data instances which are few in numbers
and their attribute-values are very different from the rest of the
data instances are the instances that are more susceptible to
be put in isolation. This method uses a binary tree structure
called isolation tree (iI'ree) to isolate such instances.

FE. One-class SVM (OCSVM) [17]

There exist different semi-supervised and unsupervised vari-
ants of One-class support vector machine (OCSVM) based
anomaly detection in literature. The basic idea of this machine
learning-based approach is to learn a decision boundary that
achieves the maximum separation between the points and the
origin. Generally, OCSVM is sensitive to the outliers when
no labels are given. To tackle this shortcoming, Amer et al.
(2013) [18] enhanced OCSVM for unsupervised anomaly by
proposing two modifications that make the outliers contribute
less to the decision boundary as compared to the normal
instances. Hu et al. (2018) [19] proposed an anomaly detection



method for detecting abnormal sub-sequences in a given time-
series.

G. Principle Component Analysis (PCA) [20]

PCA is a linear dimensionality reduction method that
projects data to a lower dimensional space by using singular
value decomposition. The possible correlated variables are
converted into a set of linearly uncorrelated variables called
major and minor principal components. Shyu et al. (2003) [20]
proposed an anomaly detection method based on the PCA. The
predictive model is generated based on the major and minor
principal components of the normal data. Kwitt and Hofmann
(2006) [21] also proposed a PCA based anomaly detection
method. In this method, minimum covariance determinant
(MCD) is employed for the computation of covariance and
correlation matrix.

H. Histogram-based Outlier Score (HBOS) [22]

It is a statistical unsupervised anomaly detection method.
As the name of the method indicates, this method is based on
histograms for detecting anomalies in a given streaming data.
First, a histogram for each feature of the data is generated.
Then the inverse height of the bins it resides of all features is
multiplied for each instance of the data set. HBOS provides
two histogram creation modes: i) static bin sizes with a fixed
bin size and ii) dynamic bin width with a fixed amount of items
in each bin. This method is far less computational expensive
as compared to commonly used distance-based and clustering-
based anomaly detection methods.

1. Extreme Gradient Boosting Outlier Detection (XGBOD)
[23]

It is a relatively new semi-supervised method for detecting
anomalies. XGBOD is an ensembling method based on ex-
treme Gradient Boosting (XGBoost) [24]. XGBoost provides
a parallel tree boosting to solve many data science problems
in a fast and accurate way. XGBod combines the strengths of
both supervised and unsupervised machine learning methods
which exploit each of their individual performance capabilities
in anomaly detection. It ensembles multiple unsupervised
outlier mining methods to extract useful representations of the
provided data. The predictive capabilities of this method are
improved as compared to the other ensembling methods by
using stacking-based outlier ensembling.

J. Autoencoder (AE) [25]

AE tries to learn an approximation to the identity function,
so that the output is similar to the input. It consists of
two parts, encoder and decoder. The network learns how to
efficiently compress the data (encoder) and how to reconstruct
the data back to a representation close to the input data
(decoder). In AE-based anomaly detection, AEs are used to
detect anomalous instances by calculating the reconstruction
error. Schreyer et al. (2017) [26] used deep autoencoders
to detect anomalies in large-scale accounting data in the
area of fraud detection. Amarbayasgalan et al. (2018) [27]

also proposed a novelty detection technique based on deep
autoencoders. Their approach computes the error threshold
from deep AE model and passes to a density-based cluster.
Then, density-based clustering is applied to the compressed
data to get novelty groups with low density.

K. DeepAnT [28]

DeepAnT is a deep learning-based unsupervised anomaly
detection technique for streaming data. This method consists
of two modules. The first module, time-series predictor is
responsible for predicting the next timestamp. The predicted
value is further passed to the anomaly detector module. This
module is responsible for tagging a data instance as a normal
or anomalous instance. The predictor module is based on a
convolutional neural network (CNN). In DeepAnT, CNN is
trained on raw data without removing anomalies from the
training data. They have used two convolutional layers, each
followed by a max-pooling layer.

L. FuseAD [29]

In some use-cases, statistical anomaly detection tech-
niques robustly detect anomalies, whereas, deep learning-
based anomaly detection techniques show better performance
for other use-cases. To overcome the issue of choosing a better
technique for a given data set, anomaly detection based on
statistical models and deep learning-based models are fused
in this technique. FuseAD also consists of two modules: a
forecasting pipeline and an anomaly detector. In the forecast-
ing pipeline, the forecasts of ARIMA (a statistical model) are
fed to a CNN along with the actual time-series. The output of
the CNN is augmented by a summation layer at the end.

IV. DATA SETS

In this section, we provide details of the data sets which are
used for the quantitative evaluation. We have shortlisted two
time-series data sets that are already labeled by the publishers.
It is important to mention that only the data sets which have
time-series characteristics and contains (point and contextual)
anomalies are used in this study. There exist a lot of other data
sets [30] which are converted to time-series from image and
signal domains (e.g. Breast Cancer Wisconsin [30]). Such data
sets are generally used for time-series classification, which is
not the scope of this study.

A. Yahoo Webscope [31]

Yahoo Webscope is a publicly available streaming data set,
consists of both synthetic and real data. The anonymized real
data contain the Yahoo membership login data. This data set
is further divided into four sets, named Al, A2, A3, and A4.
Examples of time-series from this data set are shown in Fig. la
and Fig. 1b. In these figures, red vertical lines represent the
labels of anomalies. A1, A2, and A3 contain only outliers,
while A4 also contains change-point anomalies. There are a
total of 367 time-series in this data set and each sequence is
comprised of 1420 — 1680 instances.
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Fig. 1. Sample time-series from Yahoo Webscope (a-b) and NAB (c-d) data sets are shown in this figure. Actual streaming data are shown in blue, whereas
red vertical lines and area highlight anomalous data points based on the provided labels.

B. Numenta Anomaly Benchmark (NAB) [32]

Numenta' open-sourced a streaming anomaly detection
benchmark — NAB, in 2015. This data set consists of 58
time-series in total where each sequence is comprised of
1000 — 22000 instances. Both, real and synthetic time-series
from internet traffic, cloud services, automotive traffic, and on-
line advertisement domains are included in this benchmark.
This benchmark is labeled based on the known root cause of
an anomaly and by following the labeling procedure defined
by the publisher in [32]. Although this data set covers a wide
range of domains, the anomaly labeling mechanism is not
relevant in all the cases [33]. A window of defined size (10%
of sequence size) is labeled as anomalous when an anomalous
point lies within that window. In such anomalous windows,
there might be only 2 — 3 actual anomalous instances, but the
whole window is labeled as anomalous. The plots shown in
Fig. 1c and Fig. 1d highlight this issue of inconsistent labeling.

V. EVALUATION METRICS

To analyse the anomaly detection methods from different
perspectives, we have used the following evaluation metrics:

1) Precision @ Rank n (P@n): This simple evaluation met-
ric evaluates an anomaly detection method by computing
the True Positive Rate (TPR) for the top n results in a
data set.

2) Area Under ROC Curve: A more advanced method,
Receiver Operating Characteristic (ROC) curve is a
graphical representation of a classification model which
shows the diagnostic ability of a model. The ROC curve
is created by plotting True Positive Rate (TPR) against
False Positive Rate (FPR). The area under the ROC
curve is reported in this study, where a value near to
1 represents a good measure of separability.

3) Area Under Precision-Recall (PR) Curve: An unbal-
anced class distribution (as in anomaly detection prob-
lems) makes the usage of the area under the ROC curve
a questionable metric. To have a better performance
overview of a system with an unbalanced class distribu-
tion, Precision-Recall (PR) curve is preferred. PR curve
is a plot of the precision against the recall for different
thresholds. In the experiments section, the area under
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the PR curve is reported which ranges from 0 to 1. A
value close to 1 represents an accurate classifier.

4) Inference Time: The time required to ‘infer’ the results
on a given test set is referred here as an inference
time. The machine used to compute inference time is
equipped with Intel Xeon(R) processor with 8 cores and
one NVIDIA GeForce GTX 1070 GPU.

VI. EXPERIMENTAL SETTING

The initial 40% of a time-series is used to build a DL model
and the rest of 60% for testing. For the distance-based and
density-based anomaly detection methods that do not require
a training process, we have only used the 60% of the data
for consistency and fair comparison with deep learning-based
methods. Since both data sets consist of multiple time-series
for a particular domain, the presented results are averaged per
domain/set. For all the anomaly detection methods mentioned
in Section III, the default settings mentioned in [25] are used
except for DeepAnT and FuseAD. For these two methods, the
settings mentioned in the actual study are used.

VII. ANALYSIS

The comparative results of distance-based, density-based,
kernel-based, and deep learning-based anomaly detection
methods on two streaming data sets are shown in Table I
and Table II. Important evaluation metrics, the area under
the ROC and PR curves are provided in Table I, while the
supporting metrics, P@n and inference time are provided in
Table II. For the Yahoo Webscope data set, deep learning-
based anomaly detection methods are in lead by a clear margin
in the terms of ROC and PR curves. For A1 and A2 data sets,
kNN and LOF also show high ROC and perform on par
in terms of the PR curve as compared to deep learning-based
methods. It is mainly because of the relatively less complicated
time-series in these data sets, also the spikes are very big
in these time-series which are easily detected by distance-
based methods. For A3 and A4 data sets, deep learning-based
methods are way ahead of the traditional methods in terms of
both ROC and PR curves. The presence of trends, seasonality,
and change-points make these data sets hard for traditional
anomaly detection methods. These time-series characteristics
also cause low PR curve value in traditional anomaly detec-
tion settings. Deep learning-based anomaly detection methods



TABLE I
COMPARATIVE EVALUATION OF DIFFERENT ANOMALY DETECTION METHODS ON YAHOO WEBSCOPE AND NAB DATA SETS. THE AREA UNDER THE ROC
AND PRECISION-RECALL (PR) CURVES ARE PROVIDED IN THIS TABLE. THE HIGHEST SCORE PER DATA SET IS SHOWN IN BOLD.
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[16] SVM [18] [22] Boost [24]  BOD [23]
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s A3 ROC  0.654 0.641 0.698 0.628 0.657 0.628 0.630 0511 0.551 0653 0922 + 0007 0976 = 0.014
= PR 0.264 0.251 0.309 0.380 0.265 0.165 0382 0.486 0472 0227 0.829 £ 0017 0.799 = 0.009
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2
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showed around 29% improvement in the ROC as compared
to the best traditional anomaly detection method (COF’) for
A3 data set and 25% improvement for A4 data set. There are
also noticeable improvements in terms of the PR curve for A3
and A4 data sets which actually shows the robustness of deep
learning-based methods in the streaming data. The PR curve
increased 34% in deep learning-based methods as compared
to XGBoost for A3 data set and 16% for A4 data set. In
terms of P@n metric, the same improvement trend is observed
for deep learning-based methods. For A4 data set, even an
improvement of 50% in P@n is observed in deep learning-
based methods. One downside of using deep learning-based
anomaly detection methods for this data set is a relatively high
inference time. Although the inference time of deep learning-
based methods is on par or even better than some statistical and
distance-based methods, it is not the minimum inference time.
For the Yahoo Webscope data set, PC'A detects anomalies in
minimum time. In comparison with other traditional anomaly
detection methods, PC A performance is quite good. It’s ROC,
PR curve, and P@n is on par with other traditional methods,
but it is far more superior than others in terms of producing
results. LOCT turns out to be a bad choice for anomaly
detection because of its moderate results and very high time
complexity. Due to its high time complexity, we are unable to
report the results for all of the data sets.

The overall performance of all anomaly detection methods
is not very convincing on the NAB data set. It is not due to the
incompetence of these methods, but the labeling mechanism
used in this data set. For this data set, a mix performance
of anomaly detection methods is observed. There is no clear
winner for this data set as all methods perform on par. For

some domains of this data set, deep learning-based methods
perform better in terms of ROC, whereas the traditional meth-
ods perform better in terms of other evaluation metrics. For
this data set, HBO.S provides anomaly results in minimum
time and kNN has maximum P@n in most of the cases.

VIII. CONCLUSION

The recent advancements in DL have also initiated the
development of deep learning-based anomaly detection meth-
ods. In this study, we have compared 13 anomaly detection
methods on two streaming data sets. Our contribution in this
study is the comparison and analysis of different anomaly
detection methods on streaming data sets. In other comparative
studies available in literature [7], the analysis of anomaly
detection methods is performed on the data sets which are
converted from image and signal domains. Furthermore, we
have included deep learning-based anomaly detection in the
comparison in addition to the commonly used distance-based
and density-based anomaly detection methods. The results
show that deep learning-based anomaly detection methods are
superior to other methods in most of the evaluation metrics for
the Yahoo Webscope data set. These methods perform way
better than other methods for time-series which have trends
and seasonality in them. In terms of time complexity, PC A
performed better than deep learning-based methods. For the
NAB data set, there is no clear winner because of the labeling
issue in this data set. For both data sets, LOCI is not a
good choice because of its high time complexity. In the future,
we aim to extend the comparison to other anomaly detection
methods on streaming data sets, especially the methods which
are performing good in the image modality.
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COMPARATIVE EVALUATION OF DIFFERENT ANOMALY DETECTION METHODS ON THE BASIS OF PRECISION @ RANK n (P) AND THE INFERENCE TIME
(T). THE TIME IS REPORTED IN SECONDS. FOR EACH DATA SET, THE MAXIMUM P@n AND THE MINIMUM INFERENCE TIME ARE SHOWN IN BOLD.
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